BUSINESS CONTINUITY PLANNING
The Unexpected Happens ... Be Ready
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Risks to National Security

‘““ A secure and resilient Nation with the
capabilities required across the whole
community to prevent, protect against, mitigate,
respond to, and recover from the threats and

hazards that pose the greatest risks “

National Preparedness

Presidential Policy Directive 8
Goal

First Edition
September 2011

Private Sector Preparedness (PS - Prep)

Congress authorized a voluntary private sector preparedness certification program

based on recommendations of the 911 Commission Act of 2007

(Title IX a section of Public Law 110-53 / PS-Prep)
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Accidental
VS
Intentional \

Prior Warning
VS
No Prior Warning

Controllable
VS
Uncontrollable
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Disasters Impact
M People
Financials
Technology
Operations

Facilities & Assets

N N N N N

Reputation




What is Business C

M Respond

M Restore
M Recove



Vhy Business Continuity Planning?

Strategic Business Value
= Employee Safety

= Trust - Customers & Investors

= Standards of Care & Due Diligence

Survival - Financial Stability / Faster incide
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“A team meeting 11

y 20 minute

s seen
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THE TIME TO PREPARE ... BEFORE
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CONTINUITY - A BUSINESS ISSUE
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Program Initiation

[ ) [ ) [ J
.
Business Continuity Plan .
- e N - / Management
- Y, & .

Risk Evaluation &
Control
Business Impact
Analysis
Business Continuity
Strategies
Emergency Response
&
Operations

.

10 - Professional Practices -

Business Continuity Plan |

10 - Pro Practices

I Business Continuity
Plans
Awareness & Training
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with
External Agencies
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INCIDENT RESPONSE TEAM

Chain of Command

Incident
Commander
: X

X
5

ot

Safety
Committee

’ i '

.

il First Aid / Outside Roll-Call
Incident R A
! esponse Team Steward
Commander -

-

Searchers / Deputy
Runners Incident

Commander

Road / Traffic
Monitor
Floor Wardens




RISK EVALUATION & CONTROLS

People

Business Unit Level Compliance

Supply Chain

Reputation

Enterprise Level

Policy & Procedures

Qn T_echnology
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tion & Controls - wnat co

ify & Prioritize - Critical Business Functions
What is essential to your operations ?
v' What critical process or systems are important. Why?

v How long can you operate if a critical function is damaged?

If key personnel are unavailable?

valuate Risks

v" What has occurred in the past ?
Risk related to building design or location ?

can be done to mitigate risk ?
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BUSINESS IMPACT ANALYSIS

M  General Operations Information

M Procedures & Standards

M Risk Management & Insurance

M Contacts & Licenses

v Technical Documentation



MTR = Mean Time to Recovery

+ Actual time that elapsed

RTO = Recovery Time Objective

+ Maximum time of unavailability

RPO

Recovery Point Objective

+ How much data can be lost

MTD = Maximum Tolerable Downtime

+ Catastrophic level of downtime

T
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Every Business Disruption not a

“Smoking Hole ”




Dlsrupt
"Just.h '

Emergency

" Hazard / Vulnerahility

»

Disruption - ¥
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Disaster




Risk Level

BUSINESS IMPACT ANALYSIS

Copyright -Business Survival Partners, llc. 2011 - All Rights Reserved

Sample - Enterprise Risk Map

[1]-Lowest - [100]-Highest

Impact Level Scale:

70

60

50

40

30

20

10

Utilities Facility Cybercrime Internet Server Phone Employee
Compliance Application System Risks
Business Resource or Functionality Lost
Utilities Facility gg;e;ﬁ;mz Internet Apf:lai::vaet?on :;522:1 Employee Risks
Risk Level 42 28 60 32 48 42 56
Probability 6 4 6 4 6 6 7
Impact 7 7 10 8 8 7 8
Probability: 1 = Low Probability 10 = High Probability
Impact: 1 = Low Impact 10 = High Impact

Probability * Impact = Risk Level

Pl RrRisk Level
I 1 Probability



SINESS CONTINUITY STRATE

Enterprise
@

Multiple Sites

Enterprise

Single Site

Business Unit Only

Enterprise & Business Unit

Process Level
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AVAILABILITY

= Maintenance
= Operations




DISASTER RECOVERY PLAN i

= Technology Survival Playbook

M One Line Verification & Update

Design Audit & Asset Inventory

ot

M

M Short Circuit & Breaker Coordination Study 9
M Arch Flash Analysis

|

Power Quality Assessment

- Grounding Test

- Harmonic Load Analysis

IR Scans

X

Breaker & Load Bank Testing



Eliminate ‘
_.Single Points of [Failure
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Supply

~ ﬂ
= l
MV Transformer and Swnchgear .'

Power Distribution

Hot Aisle Cold Aisle Hot Aisle Cold Aisle

Storage

Switchgear

w Cooling Distribution 'y

Cooling Chillers

Communications

Data Center - Critical Power Path
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Shipping is
. k Pays through Order sent to 1A
Submits Online Credit card Warehouse for Scheduled and

S : Lo Sent to
Transaction Shipping Customer

Submits Order
via Phone

Black Box - Process Map




ss Map

Critical Process
Map

Process Descripti

HVAC Facilities
Emergency
Generator Facilities
Power

~ Facility Grounds

% Operations

Building

Data Centers

Distribution
Closets

Maintenance /
Exercise

Diesel Fuel

Sanitation /
Clean up

Landscaping

Production

Operations

Inventory /
Logistics

Site Security

Operations

SG&A
Administrative

In House

Out Sourced
Services

Documentation

Processes /
Controls

Material
Requisition

Resource / Asset
Management

Payroll / AP - AR
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BUSINESS
CONTINUITY PLAN

BUSINESS SURVIVAL PLAYBOOK
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ustrial Control Syste
mergency Response Team (

TLP = |WHITE

INCIDENT RESPONSE ACTIVITY

ATTACKER LEVERAGES PUBLIC INFORMATION TO
CUSTOMIZE SPEAR-PHISHING CAMPAIGN

A recent spear-phishing campaign started and ended in October 2012, using publicly
available information from an electric utility’s Web site to customize an attack against
members of the Energy Sector. Employee names, company email addresses, company
affiliations, and work titles were found on the utility’s Web site on a page that listed

/ics-cert.us-cer




OPERATIONAL READINESS

Exercise = Audit = Maintain
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RISIS COMMUNICATION
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- Restore = Recover

Respond



Public Relation Messages
- Proceed With Caution
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COORDINATION : EXTERNAL AGENCIES




an ? Here's how to get

with external agencies

sess and document - Capabilities & Hazards

view codes & regulations that impact your company

ntify critical operations / Dependencies

ential emergencies / Human impact



Use What's Available

nd current incident response / EH&S plans

Leverage to build conceptual business case

Identify core responsibilities

- Safety of personnel
- Statutory & Regulatory requirements

. Operational & contractual commitments

tablish your team / Roles & responsibilities
Create & document clear chain of command
vide command & control structure - Crisis Communicati

mergency Operations Center capabiliti



a Conceptual Business

any other project
entify objectives, scope of work, assumptive budget & conceptual bus
Insure alignment of project with business objectives

Identify critical resources & inter-dependencies

s to Success:

cquire support of multiple members of management

Present conceptual business case in terms of:

Capital Expenditures or Operating Expenses

lications: Moving forward vs. Not moving forward

Critical Resources



gaging Executive Manage

ntify your executive team’s “Business Vision”

Driving the process

- Primarily focused on the implications

Implications - Four General Motivators

= Governance - Policy & Procedure Driven
= Compliance - Statutory & Regulatory Framework Driven
Technological - Service Continuity & Recovery Driven

esilience / Revenue - Availability & Recovery of Critical Operatio

their most important motivators? Speak &
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Business Resiliency

siness Resiliency & Individual Preparedness

=  Prepare your family for emergency situations

= Develop employee preparedness training programs

= Establish mutual assistance agreements

Join or create joint action committees within your comp:s
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The Unexpected Happens ... Be Ready o

Presented by:
Rob Preininger = 615.878.4342 rpreininger@SurvivalPartners.Biz



